
How to Protect Employees Who Are Extra Vulnerable to Malware 

By Kip Boyle, Founder and CEO, Cyber Risk Opportunities 

Cybersecurity people (like me) regularly tell everyone don't click on links or open up 
attachments that unexpectedly arrive in an email message.

Unfortunately, there are lots of people who go to work every day and can't possibly 
follow this advice. If they did, they would never get their work done and they would 
probably lose their job.

Accounts Payable is one affected workgroup I think about a lot, but there are also other 
workgroups like Sales, Customer Service, and Human Resources.

Their jobs require them to take greater risk every single day because they have to 
open up many emails from unknown senders. It's the nature of their work.

And, these people also have access to some of the most valuable digital assets we 
have, including our money and sensitive employee and customer data.

Cybercriminals are very well aware of this and they design attacks, usually phishing, 
based on these facts. And even though business email compromise is an threat, in this 
article, I really want to focus on malware that is designed to silently sneak into their 
workstations and to give criminals a foothold on their target.

Let's look at some reasons why these workgroups are extra vulnerable.

Accounts Payable is probably the easiest ones to understand. They get invoices by 
email from new suppliers all the time. And my observation is that they're not often told 
when new suppliers are contracted with.

Now, let's turn to Sales. What do you think is going on over in the Sales department 
that's causing them to open up a lot of unexpected email from unknown senders? 
Usually it's inbound sales inquiries. That's seen as a hot lead.

How about Customer Service? They're receiving inquiries and emails from alleged 
customers who need, who need support. And it's their job to respond and keep 
customers happy.

Let's look at Human Resources. Their job is to review and hire people which requires 
them to receive resumes, cover letters, and applications via email.

Now let's look a real attack that's designed to deliver malware via a phishing email.
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There was a phishing campaign where attackers were posing as job applicants and 
luring corporate hiring managers into downloading what they thought were resumes 
from job applicants. But the resumes were bogus and they contained a piece of 
malware called "More_Eggs".

But More_Eggs is actually a Remote Access Trojan (RAT) which is designed to 
silently steal user names and passwords for all kinds of accounts like bank, email, 
and remote access.

So, because of all the above, these workgroups in your organizations deserve more 
protection against malware than others.

And for those of us who don't have a big IT department, we need to do that in a 
minimum viable way.

What does "minimum viable" mean in this context? 

It's answering the question "What's the least we can do to manage this risk down to 
an acceptable level without killing our productivity?"

Now, how will we deal with the elevated risk of malware for these workgroups?

It's not enough to give them the standard anti-malware package we give to everyone 
else.

What we need to do is turn their computer into an appliance.

That is, reconfigure their computer so that it can only run the programs that they 
need to do their job and nothing more.

And this is called Application Control and some people call it Application Whitelisting.

The idea is to block all malware from running no matter where it came from or what it 
is. What it's doing is flipping our defense from "here's the list of malware I don't want 
to run" over to "here's the list of things that I only want to run" 

When we do this, any piece of malware that lands on the computer, by definition will 
not execute. It makes the consequences of opening a phishing message irrelevant.

This is the future of malware defenses. Antivirus vendors are already integrating 
Application Control of one kind or another into their product.

And the easiest way to test Application Control is to use Windows Defender 
Application Control (WDAC) which is built into every version of Windows 10 and 
above.

To get started, do a web search for "Windows Defender Application Control Wizard" 
and it will walk you through the set up.
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professional liability insurance, risk management, loss prevention and continuing education. Please 
visit our website aepronet.org for additional information. 
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